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COMMUNICATIONS 
ANNUAL CERTIFICATE OF COMPLIANCE AS REQUIRED BY 

SECTION 64.2009(c) OF THE RULES AND REGULATIONS OF THE 
FEDERAL COMMUNCJATIONS COMMIs SION 

1, I MI B corporate omiecr afthe Wanvick Vdlq  Telephone Company, Enc. 
(Tompany"). 



STATE~ENTOFPROCEDURES 
ADOPTED BY WARWICK VALLEY TELEPHONE COMPANY, TNC 

REGUALTIONS OF THE FEDERAL COMMlJINClATlONS 
CQMMlSSlON REGARDING THE PROTECTION OF CUSTOMER 

PROPRETARY NETWORK INFORMATION [“CPNI”) 

TO ENSUR€ COMPLIANCE W1TH THE RULES AND 

Pffabry Statement: Our Company has elected not to utilize or provide CPNl for 
any purpose other than those purposes that ar0 permissib!e without customer 
approval in accordance with Section 64.2005 of the FCCs Rules and 
Regulatimw. We provide our customers notification of their rights with respect to 
their CPNl and WB h a w  adopted the procedures set firth below to ensure QUT 
familiarity aod compliance with th0 appllcabfe rules In the went  that WB 
subsequently sleet to utilize or provide CPNl for any purpose that requires 
customer ap pimuat 

Wanv€ck Valley Telephone CPNl Use 

(1) We rewgnb that we may use, dlsctose or permit access 20 CPNi to 
protect our rights and property, our Customeh, and other carrim from 
fraudulent, abusive or unlawful USB OF, or subscription to, our services. 

(2) We understand that we may use, disclos or permit access to CPNl to 
provide or market service affwinp among the categoria of service to 
whlch the Cusbmer already subscribes. When we provide different 
alegories of S ~ W ~ B ,  and a Customar subscribes to more khan one 
sfmice category, we understand that we may sham the Custom& CPNl 
with the affiliate that providas service to tho Customer; but if a Customor 
subsctibes to only m e  sewlce category, wo may not sham the custDmar’s 
CPNi with an wffllate without the Customoh approval. 

derived fmm our provision of local exchange or intemx~hange senrica [or 
[he provisian of CPE and call answaring, wim mall or messaging. voice 
StOMagB and retrieval S B W ~ B S ,  fax store-and-fatward, and pmbcof 
conversion, without Customer approval, 

(4) In !he abseme of Customer approval, WB do not use, disclose or pormit 
aCCBSS 10 CPbi I 10 provide or market sarvke offerings within a category of 
smim to which the Customer does not already subscribe, except [hat we 
understand that we may use, disclose or permit access b CPN! to: (a) 
provide h i d e  wiring Instalation, maintenance and mppair swviws; and 
(b) market, when we provide local Semite, services formerly known as 
adiunct-bbasic services such as, but not limited to, speed dialing, 
w mpute r- provided d lmc tory assistance , all mu n i to ring, cal I tracing , call 

(3) Wa understand that WH may use, disclose or permit access to CPNI 
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blocking, call return+ repeat dlaling, call tracking, call waiting, caller ID, call 
forwarding, and mrtain Cmtrex features. 

Customers that call competing service providm, For example, as a local 
axchange caw&, we do not use Icml sewice CPNl to track Customners 
that call local service competitors. 

(5) We do not me, disdasa or permit access to CPNl ta identify or hack 

Required Procedures to Obtain Customer Approval to Use CPNt 

(1) h the event that w6 seek to utilize, disclose or permit access to CPNt in 
an Tnstance where Customer approval is required, we will obtain approval 
through wfitton, oral or ~Iedt>t~ ic  methods. I f  we rely orl oral approval, WE 
understand we bear Ihe burden ddemomtrating that such appmval was 
giuen in compliance with the CPNl rules. We wilr honor a Customets 
approval or disapproval until tho Customer revokes dr limits such appmval 
or disapproval, We will maintaln all recards of Customer approvals for at 
least one year, 

Subject to ' aptat"  approval requirements, we understand that we may use a 
Customer's individually identifiable CPN I to market communications ralated 
sewices to that Custamer, and that we may dlsclose that CPNl to our affiliates 
that provido communications-dated sawicas. 

CPNl Natlee Rgqulmment Procadurn5 

[I) We individually notiFy and inform each Clr$tomer of hls or her right to 
restrict the use or di#cIosure of, and access to, CPNI, In the event that we 
seek to utilize, disclose OF permit access to CPNI in art instance where 
Customer approval is requlred, we will solicit approval, and we will 
maintain m o r &  of notification, whether ml ,  written or dectronic, for at 
lsast one year. 

(2) In the went that we seek to utilize, disclose or permit accefs to CPNI in 
an lnstancc where Customer approval Is mquired, our notifications will 
prnvlde information suMcTent to enable our Cushrnors b make infarmed 
bmlslons as  to whether to permit Ihe u38 or disclosure, ofF or access tot 
their CPNI. Our noliRcatlons will: [a) contain 8 statement that the 
Custarnsr has a right, and w0 have a duty, under fadeta1 law, to protect 
the mnfrdenllality of CPNI; (b) specify Iha types of information !hat 
constitute CPNl and the specific entities that will receive CPNI, describe 
Ihe purposes for which h e  CPNl will b0  used, and inform ths Custamer of 
his or har right to disapprove those uses and deny or withdraw access to 
GPNl u88 at any time. With regard to the latter+ we will indlcate that any 
appmval, or disappraval, will mmain in effect until the Customer 
alfirmatively mvokes or Ilmits ~ u c h  approval or denial. 
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(3) In the event that we seek to utilize, d3scfose or permit aces5 to CPNl in 
an jnstanm whem Customer approval is required, we will advise the 
Customer of the precise steps the Custamar must taka In ord0r to grant or 
deny access to CPkII, and we will claarly state that a dmial of approval 
will not affect the prowision of any services to which the Customer 
subscribes. We understand that in any such notificatian we may also 
pmvlde a bn'0f sMxnent, in clear and neutral language, that describes thB 
consequences directly resulting from the lack of B C ~ S S  to CPPIII. in 
addition, we understand that we may stale that the Customer's consant to 
use his of har CPNl may enhame our ability to offer products and sawices 
tailored to meet the Customer's needs and that WB will dlselose the 
Customer's CPNI to any PBTSOII upon the affirmative written request of Ihe 
Customer. 

(4) In the went  that WE seek to utilize, disclose or permit access ta CPNF In 
an instance where Customer approval is wqulted, our notifications will be 
mmpwhensible and not misleading and, if written, w-ll be legible, 
9ufficimEly in law0 type, and placed in ~n a m  readily apparent to the 
Customer. And, if any portion of any such notification is in anothet 
language, all portions ofthe notification will be In that fmguage. 

(5) We will no! include In any such mtification any stahment that attempts ta 
enmurage a Customer to freeze third-party access to CPNI. 

(6) For "opta,utM approval, we undmtafid that our natificatims will satidy 
items [I) - ($1 above. We will not us0 oral notifications erxmpt in the 
event that a need adsas to obtaln limited, one-tirnna use af CPNf for 
inbound and wlbound customer telephone contacts for the duration of the 
call, regardless of whelhet we USB "apt-out" or %opt-in" approval based on 
Ihe nature of the contact. When we ude oral notice in ]his manner, we wlll 
comply with items (I] - (5) above, except that, 1f none of the following 
situatlms are relevant to the limited use for which we seek CPNI, we will 
not: {a) advise Customers, if they have opted out previously, that no action 
is needed to maintain [ha "opt-gut" election; (bj advise Cusbrners that we 
may share CPNl with our named of unnamed affiliates or third parties if 
the limited CPNl mag0 ddas not result in use by, o~d~sclosura 10, an 
affiliate at third party; (G) dis~lose the rn~ans  by which a Customer can 
deny or withdraw future BCCBSS to CPNI, so long as we explain that lha 
scopc~ of the approval Is limited to one-lima use; and (d) disclose the 
precise steps a Customer must take to grant or deny access to CPNI. so 
long a6 wa clearly communicate that the Customer can deny access b his 
OF her CPNl for the call, 

feast 30 days after giving Customers notice and an opportunity to opt-out 
before assuming Customer approval to use, disclose, or permit acc0ss to 
CPNl and notify Customem of !he appllcable waiting petid for a response 
befom appmval is assumed. In the went that w0 utlllre the o p t a t  
rnechan~sm, we will pmvlde notices to customers every two years. 

[7) In addition, for 'bptwtu appmvals, we understand that we must wait at 
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(8) Fat electronic notifications, WB reqnize  that the waiting pariod begins to 
run on the date the notification Is sent and, €or mait natirjcatlons, it #.qjns 
to run an the third day following the data the notifiation was mailed. In 
the event we utilize email ta provido opt-out notices, in addltibn b other 
requirement% we wlll: [a) obtain express, verifiable, prior appmval to 
sending notices by e-mail regading a Custornets s e w b  in genom1 or 
their CPNl in partlclrlar; (b) allow Custmners to reply directly to e-malls in 
order to opt-out; (c) USB another means of communicating the notice if the 
e-mail Is returned as undeliverable before consldeiiq tho Customer to 
have received notice; and [d) ensure that the subject line In the e-mail 
clearly and accuratdy Identifies [ha subject matter of !he e*mail. 

(9) In the w e n t  that we use “opt-out” approvals, we will elso make available 
10 every customar 3 method to opt-out that is of no additional cost to the 
Customer and is waifable 24 houm a day, swen days a week. We may 
satisfy this requimmsnt through a combination af method$, but we allow 
Customem to o p t a t  at no cost and whenwet they choose. 

CPNl Safeguard Pracedures 

(1) As described in this section, wa have irnpl~mmted a system by whkh the 
atalu~ of a Customets CPNI approval can be clearly e9tabIished prim to 
the use of the CPNI. 

(2) Wa have trained our persmnnd 3s to when they are, and are not, 
authorized to use CPNI, and we have an express disciplinary process in 
plaw. 

(3) We will maintain a #wd of any instance of our own and our affiliates’ 
sales and marketing campajgns that use Customers’ CPNI. in the went 
lhat we utilka, disclose, ar permit access to CPNZ in accordance with a 
Customer’s approval, we will mahtain a wcord of all such Instances whore 
CPNl was disclosed or provided to third parties or w h m  third parties were 
allowed access to CPNt. The record will include B dmcnplkn of each 
campaign, the specific CPNl tRat was used in th0 campaign, and what 
products and servjces ware oflared as part of the campaign, We will 
r&ah these rewrds for at least m e  year. 

(4} W e  have astablished a supewkwy review process regarding compliance 
with the CPNl ml@s for outbound marketing situations and, in the event 
that we seek to utilize, disclose or permit ~ccess to CPNl for outbound 
markating situations,, we will maintaln cornpliancle mmrds for a# least one 
year. Specifically, our sales personnel are mquired to obtaln supervisory 
approval nf any proposed outbound marketing request for customer 
approval of the use of CPNI. 

compliance certificate art an annual basis stathg 4hat the ofFicer has 
p m m a l  knowledge that the Company has established these operating 

(5) A corporate officer wha acts as agent for Chls Company will sign a 
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procedures adequate to 0nsum compliance with applicable CPN I rules. 
This Statement of procedures which sets fodh our operatin9 procedures 
and dernmstratm compliance with the CPNI rules, will be maintained 
kgat her with the compliance ce rtificak. 

(6) h the event that we seek to utilize, discfme or permit access to CPNI in 
an Instance where Customer appmval is required, and we ulillre an opt- 
out mechanism, we wiEl pmvide written notice withln five business days to 
the FCC of m y  instance where tha opt-out mechanisms do not work 
prapedy to such a degree that mnsurnm' Inablllty to opt-out is more than 
an anomaly, Any such notice wlll be provided in the fdm d a  letter [hat 
will include our Company's name, a description of tho opt-out 
mschmim[d) used, the problm(s] oxperimcsd , the remedy proposed 
and when it wil[ bdwas implemented, whethat relevant stata 
commlsslon{s) were notified and what action was taken, a mpy of any 
notice provided ta customer$, and contact information, Wo will submit any 
such nqtice even i f  other methods by which w n s u m m  may opt-out are 
off0red. 

REVIEW ANI) REVISION OD PROCEDURES 

IVc slrnll undcrtakc tlic rcspomshillty oFrcvlcwhg t h m  proecdurcs an fi 
ronllnulng bnsh to cnsurc complinncc wlth d l  RuIcs nnd Rcguhtions rcgnrding thc 
utilizntion olCPNI. W c  slrnll revise H~csc procedurcs on a l lmdy basts to raflcct any 
oubscqucnt rcvislons to thc nppllcnblc Rulw and Rtgulntians nddrcssfng CPNl. 
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